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Company: Coforge

Location: Greater Noida

Category: computer-and-mathematical

Job Description

Role: Analyst - Network Security (Fortinet / Palo alto / Checkpoint) Job Location: Greater

Noida Required Skills: • Experience in an operational customer facing role • Must be CCNA or

JNCIA certified • Must have hands on experience with Fortinet & Cisco or

Juniper/Meraki/Palo Alto or Checkpoint • Excellent knowledge on multivendor

LAN/WAN/Wireless/Security products (Routers, Switches, Wireless, Firewalls, VPNs etc.) •

Experience with L2 protocols and techniques including VLAN, Trunking, STP, RSTP, ARP,

LLDP and CDP • Experience with L3 protocols and techniques including OSPF, BGP, IP, VRFs,

VRRP, QoS, ACL and IPSec • Experience with other network protocols and methods

including traffic engineering, Etherchannel, PAgp, LACP, TCP/IP, multicast, TACACS and

IPv6 • Understanding of and experience with network traffic analysis for troubleshooting

(tcpdump, Wireshark, NetFlow/sFlow, iPerf, etc.) • Experience with security technologies

including Zones, NAT, DMZ, IPSec VPN, Remote Access VPN, Application awareness •

Must Experience on Palo Alto FWs, Cisco ASA, Check Point/Fort iGATE & F5 Big IP, • Must

Experience on Cisco Meraki switches • Must have experience on Wireless Technology • Good

knowledge of Aruba Wireless including Clear Pass • Knowledge of RADIUS, TACACS+, and

SNMP is desired • Manage rule, License & certificate renewals, firmware upgrade etc. •

Preferred • Qualified at ITIL foundation level or above. • CCNP/JNCIS/CCSA/ PCNSA

certification • Knowledge of AWS/Cloud networking and automation Qualifications: • Graduate

in BE/B.Tech/MCA Experience: 7– 12 years
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Juniper/Meraki/Palo Alto or Checkpoint • Excellent knowledge on multivendor

LAN/WAN/Wireless/Security products (Routers, Switches, Wireless, Firewalls, VPNs etc.) •

Experience with L2 protocols and techniques including VLAN, Trunking, STP, RSTP, ARP,

LLDP and CDP • Experience with L3 protocols and techniques including OSPF, BGP, IP, VRFs,

VRRP, QoS, ACL and IPSec • Experience with other network protocols and methods

including traffic engineering, Etherchannel, PAgp, LACP, TCP/IP, multicast, TACACS and

IPv6 • Understanding of and experience with network traffic analysis for troubleshooting

(tcpdump, Wireshark, NetFlow/sFlow, iPerf, etc.) • Experience with security technologies

including Zones, NAT, DMZ, IPSec VPN, Remote Access VPN, Application awareness •

Must Experience on Palo Alto FWs, Cisco ASA, Check Point/Fort iGATE & F5 Big IP, • Must

Experience on Cisco Meraki switches • Must have experience on Wireless Technology • Good

knowledge of Aruba Wireless including Clear Pass • Knowledge of RADIUS, TACACS+, and

SNMP is desired • Manage rule, License & certificate renewals, firmware upgrade etc. •

Preferred • Qualified at ITIL foundation level or above. • CCNP/JNCIS/CCSA/ PCNSA

certification • Knowledge of AWS/Cloud networking and automation Qualifications: • Graduate

in BE/B.Tech/MCA Experience: 7– 12 years

Skills Required
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